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[57] ABSTRACT 

A transactioD handling system (THS) for use in a cellular 
telephone network using Short Messages is described. The 
THS comprises means for receiving digitally encoded infor- 
mation fire>m one or more sources* such as magnetically 
encoded credit card information related to credit cards , smart 
cards, bar codes etc. Means are provided for intei]>retuig the 
digitally encoded information into a message compatible 
with a particular database relevant in Che transaction and 
fonmiladng a query to the database. The query is routed to 
the database. Upon receiving a reply from the database, the 
reply is mtopreted in the THS for compatibLlity with the 
cellular network and the structure of the Short Messages 
within it, and routed to a terminal having a display, printer 
or other input/ou^t means. 

40 Claims, 14 Drawing Sheets 
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SHORT MESSAGE TRANSACTION ceU. This exchange is completed without establishing a ftUl 

HANDLING SYSTEM time, two way intcrcomicction, where a two way channel is 

opened and reserved. There is generally enough capacity for 
FIELD OF INVENTION Short Messages (SM) in a signaling network to be used for 

This invention relates to the field of ceUularielqjhony, ^ new appUcations.^^ 

specifically using Short Messages (SM) to access databases. Ingcnaai the CCHJ (TTU), GSM, IS 41, IS 54 and other 

specifications descriptive of a typical SMSC define genex- 
BACKGROUND OF THE INVENTION ally only the methods and procedures required by the 

. . ,^ telephone network to transfer a Short Message (SM) 

Vanous standards define die global telephone system between terminals and does not discuss any ftinrtions 
currently opcratmg to define the exchange of data, voice and beyond those required for telephone operation. A ceUular 
signaling messages. For cxangrfc, a wcU known standard, mobile tclecomimmication switching system is discussed in 
sudi as Signaling System #7 written by Committee Centiale U.S. Pat No. 5 J96^3. A use of Short Messages has been 
fatemationale Telej^onc and Tclegr^hiquc (CCTIT, SS described in general in U.S. Pat No. 5J51^5. An ad^ter 
#7), renamed as International Telecommunication Union for use with Short Messages is described in U.S. Pat No. 
(ITU), specifies a protocol defining how signaling messages 5353328. Certain encryption methods and apparatus appli- 
are to be mterchanged on a world wide basis among tele- caWe to this invention are also discussed in U.S. Pat No 
commumcauon systems. 4,405,829 describing a puWic key type (RSA algorithm) 

An adjunct to these standards, tfic Global System for encryption, US. Pat No. 3,962,539 describing, in general. 
Mobile Communications Cellular Standard (GSM Q3.4) ^ DBS block encryption, and U.S. Pat No. 5,214,703 
authored by European Telephone Standards Institute (ETSI), describing. In gcoeral the IDEA algorithm, anotfier block 
and Interim Standard 41 (IS-41)authOTed by the Electrom'cs type encryption algorithm. U.S. Pat No. 4.797,9213 and 
Industry Association (EIA) and Telecommunication Indus- 4,408,203 assigned to Mastercard IhtOTiational describe an 
try Association flTA) far the Cellular Telecommunications electronic funds transfer system, and a security system fcff 
Industry Association (CTIA) defines how communications ^ funds transfer using encryption techniques, respectively, 
are to be conducted over wireless (air) connections for voice U.S. Pat. No. 5,255,182 and 5,177342 assigned to Visa 
and signaling. International Service Association describe a system for 

A part of die CCnT SS #7 standard defines Transaction dctennining the level of quality of transacti<His conducted 
Capability Application Part (TCAP). This Part, defines the &om a point of sale terminal. U.S. Pat No. 4,796,292 
protocol used to send and receive Inquiries and associated 3^ assigned to Anocrican Express Company describes a credit 
responses for real time tclecomimmication explications over c*rd authorization network and references the Visa protocol 
land (wire) lines or satellite systems. TCAP is used to for dial-up (xedit card transactions. Above redtcd patents, 
implement Short Messaging SCTvice. Some of the Short GSM, CCTn'(nTJ), Interim Standards 41 and 54, EIA/ITA, 
Messaging features are defined for the air interface, for CTIA specifications discussed above are incorporated 

cxairple, by GSM, IS-41, IS-54 in conjunction with TCAP. 35 herein by refarencc in their entirety. 
These cellular standards generally define the transfer of user Certain problems are to be found in present cellular 
specified **shart" text messages between wireless terminals systems for the transmission of financial information. For 
(cellular telephones) equipped for this purpose. The Short exan5>le; insufficient security over the air interface. This 
Messaging service can typically be used for such ap^ica- facilitates die unauthorized capture of all or, for example, die 
tions as exchanging **short" text messages between terminal ^ financial portion of the message transmitted in a cellular 
equipment. environniMit 

A "short" text message intocbange between a mobile Another problem is the fraudulent simulation of legiti- 
terminal and a typical cell transmittcr/rocciva' is conducted mate terminals. Here, a teiminal identifier of a legitimate 
on a signaling channel, over the air interface, as specified by, terminal is used by an unauthorized termioal to avoid service 
for example, GSM, IS-41. IS-54 and other standards. These 43 hilling and/or to c^ture infonoation for the legitimate 
signaling related messages are specified to be transmitted on terminai 

a frequency hand generally separate fix)m die band used fcr Yet another problem is the time lag between a query from 
voice transmission. Therefore, signaling related messages a terminal and the response required to complex a typical 
typically do not occupy die same frequencies allocated for transaction. Topically, a terminal has to establish a two way 
voice transmission, unless additional message carrying 50 communication channel to transmit the query data to a data 
capacity is required. The transaction cq>ability of signaling base, such as those associated with, fey example. Mastercard 
messages allows messages of about 140 characters to be (registered trademark of Mastercard International), Visa 
exchanged between wireless terminals. Generally, at low to (registered trademark of Visa International Service 
moderate traffic levels, the 140 character messages can be Association) or American Express (registered trademark of 
sent witfiout using the frequencies aUocatcd for, or interfer- 55 American Express Con^any) credit cards. Such a transac- 
ing with, voice transmissions on die same wireless termi- tion with a database requires various routing and adminis- 
nals. With increased traffic levels, some of die voice alio- trative functions for transaction completion, adding to the 
cated transmission capacity may be lecd for signaling time lag. The commercial feasibility of a transaction may be 

detcnnined by the time lag for a response. Short time lags 
Fuithermore, a Short Message System, generally refored so are preferred, 
to as a Short Message Service Center (SMSC). specifics thai Arelated problem is &e general inefficiency of a Point of 
a full two way, voice diannel connection need not be Sale (POS) terminal in accessing a phiraHty of plications 
established between wireless entities for die exchange erf located at separate locations and/or accessing separate data- 
signaling nttssages. That is, the signaling messages are bases, (jcncrally, a terminal is eidier dedicated or configured 
generally exchanged via a SMSC and a (cellular) mobile 65 to operate with a Visa or Mastercard database, but not for 
tcmiinal automaticaUy upon occurrence of a specific event example American Express or a dispatching type plica- 
such as the presence or entry of a cellular terminal within a tion. 



03/21/2002, EAST Version: 1.03.0002 



5J 19,91 8 

3 4 

TTiffcforc. it is an object of the invention to provide a decryption at the the destination POS of tbc message gca- 

mcthod and apparatus using the existing Short Message crated by the THS. 

signaling mechanisms of a ceUular tele^ione network to The in^iroved transaction handling system also con^jnses 

exchange inf cnnation between a plurality of POS terminals, a means for internal fraud detection, 
destinations or sources (databases) in a secure environment 5 q^jj^j. objects and advantages ci the subject invention will 

while detecting certain unauthorized uses using a common become apparent to one skilled in the art from consideration 

transaction handling system. of the detailed description set forth below and of die attached 

Another object of the invention is to provide a method and drawings, 

apparatus to respond to a quay from a tominal in a timely ^« .«T,vTi-c 

^T^j^ 1- ^ -r DESCRIFnON OF THE DRAWINGS 

SUMMARY OF THE INVENTION An embodiment of the present invention will be described 

, ^ _^ , hereinafter, with references to the accompanying drawings. 

This invention ^lies in a ceUular tdqAone network ^ which: 

having one or more signaling channels, whcron said sig- ftq i a block diagram of Point of Sale (POS) tcnninal 

naiingchanncU carry Short Messa^s-Tlie n^ uoTS^ra W^f^cwork of tte 

ally comprises a plurality of tarmmal means for transmittmg "~ . ^ ^ ^ . tvr^t^i Mp^^c 

and reSg messages on said signaling chamiels, switch- HG, 2 is a diagram of a ^ical Short Mes^^ 

bg meansfor supi^g Shot Messages, and interface Service Center (SMSC) withm a telephone netwcrk of the 

means for exchanging said Short Messages between said prior art; 

terminal means. An improved transaction handling system ^ fig. 3 is a diagram of a Transaction Handling System 

opemtes with this network and conqmses means for rccdv- (THS) of the present invention interfaced via a hard wire 

ing digitally eiKJoded information from one or more sources, connection to an existing SMSC; 

such as magnetically encoded credit card information, bar 4 is a diagram oi a THS of the present invention 
codes etc Also, means for generating a unique identifier for ^ interfaced via a cellular (air) interface to an existing SMSC; 

said digitaUy encoded infonnation is provided. In addition, FIG 5 is a diagram of a THS of the present invention 

means for converting said digitally encoded infOTmation and j^^tcrfaiied via a virtual Mobfle Switching Center (MSQ to 

said identifier into a message oonq»alible with said tenmnal ^ existing SMSC; 

means for transmission of said FIG. 6 is a diagram of a THS of the present invention 

network using said Short Messages said termmal means ^^^^^^SJV 

having an originating address i^J^cluded. M^^integrated within one unit. 

Furthermore means for «dtacti^saidj^^^ 7A is a diagram of Ac structure of a TCAP message 

information and said identifier from said «°^sage « ^'^^^^^^^^^^ 

l^oWded, as weU as ^^^^^^^^ Ti^n S^^nL^G^lST^ 
encoded mformation to form a quay tor a oesonauon 

database, said destination database external to said ceUular i'- ^ ^ _ _^ r 

telephone network, such as, for example, daubosesassod- FIG. 7B is a d^ of 4e stru<^ 

JTwith Visa. Mastercard and/or American Express. between a typi^TIK 512 as shown m ^^G. 3 and a 

Means are provided for associating said unique identifier application, such as finanaal apphcation 314 m FIG. 3^^ 

witfi said query of said databases along with means for ^ FIG. 8 is a diagram of the software layers present withm 

routing, or directing, said query to said destination database a typical THS, as shown in FIG. 3. 

' FIG. 9 is a flow diagram of the steps perfoTned within a 

Furtiier means arc i^ovided for receiving a database query THS of the iwescnt invention in response to a message 

result from said destination database generally external to shown in FIG. 7. 

said cellular telephone network, in response to the originaUy 43 pjg 10 is a diagram of a POS terminal unit c^We of 

sent query, along with means fOT transforming and into- conducting transactions via a typical THS 31Z as shown in 

jrtdng said query result to generate a Short Message having pjQ 3 ^ jaesent invention. 

a structure conq>atible with a ceUular oetwcak. The Short 11 is a diagram of the software steps within the 

Message is addressed via the cdhilar netwOTk to a POS tcnninal unit 1030 of FIG. It enabling the message 

having an input/output device, a printer, or a display, parted 50 cxchangesrcquiredby a terminal unit and THS combination 

said ceUular nctwcak. Means for associating contents of said ptcseai invention. 

query resulu with said unique idcntifi«, and said onginatmg diagram of the steps associated with the 

address of a destination within «tid ceUular network is aUo dcayption of messages exchanged between 

provided to fadUtate the return of the query refuse to Ae ^j.. ^ a POS terminal using pid>Uc key (RSA) and 

original requester of the information contained withm the 55 ^ encryption, 

query response. ^ .. , , piG 13 is a diagram of the redundant structure provided 

To send the response to the or^ by aSuraUty of ttSmaction handling systems configured to 

embedding said message mto a form ~f°P«^^ ^ i^ct on query responses in the event of a 
terminal means for transmission of said message on said 

telephone netw^k to said originaiing address using said 60 ma lauurc. 

Short Messages is also provided. DETAILED DESCRIPTION OF THE 

The im^v&i transaction handling system CTHS) also PREFERRED EMBODIMENTS 

comprises a means for encrypting said digitally encoded ^ r «^/>r «rt « 

SSon before it is foniirinlo a short message for As shown in FIG^ , a ^^^^ 

transmission onthe network, andmeansfordeayptingsaid 65 stationary Pomt of Sak T^mnal ^J^^VT^^ 

digiiaUyencodedinformationatthc™S.EncTyptionisalso generaUy three ways of '^g/ /^^^^^ 

providedformessagcsoriginatingattiieTHSfcraPOS.and 112 running witiun a computer lit. A first way for POS 160 
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to connect to application 112 is to use a public switched 312 is to use the X.25 protocol well known in Public 

telephone network (PSTN) 104 to establish a fulL two way Switched Data Network applications. Yet another protocol 

*\oicc'* connection to interface 108, and transmit data via for interfacing SMSC 300 to THS 312 is via a SS #7 or 

well known Dual Tone Multi Frequency (DTMF) pulses or TCAP standard message transfer. THS 312 can be physically 

a modulator^craodulator (MODEM) signals. Second, POS 5 s^jarate or can be collocated with SMSC 300 within the 

100 can use a wireless, or cellular, connection to wireless ^ame oon^uter, or netwOTk switching apparatus, 

switch 106 to establish a full, two way, wireless ooonection SMSC 300 is also connected to Mobile Switching Center 

and transmit relevant data using DTMF or MODEM signals (j^jq ^ contains home location register 

to plication 112 through interface 108. A third possiWlity, (HLR) and visiter location register (VLR) 1310 which 

for cases where large amounts of data have to be exch anged ,0 identify the presence of cellular users in the network, as is 

between terminal 100 and appUcation 112, is to use a CCTTV ^^jj ^^^^^^ jj, ^he art HLRyVLR 1310 can be accessed by 

specified X.25 interface to the Public Switched Data Net- 312 via an optional, direct link to MSG 302. using 

work (PSDN) 102 to establish a fiill, two way data ^^^^ 55^7 x.25 messages. This path to MSG 302 is 

connection, from there through an X.25 or TGAP/SS? hke optional because it is required only for a high reliability 

connection to an interface 108 to computer 110 and appli- ^5 service level, con4)lcmcntary to the function of the other 

cation 112. In general, in the prior art, POS 100 will have p^j^g ^ system. 

established a full two way connection in order to deliver ^HS 312 is also interfaced to one or more external 

transaction information to plication 112 running on com- finann'al applications, or databases, for exan^le financial 

puter 110. application 314. Financial plication 314 resides in a 

Mobile POS 114, however, is generally limited to transmit 20 computer generally remote from THS 312, or may be 

data via voice or DTMF/MODEM signals, or the CeUular collocated with it, and the interface means to application 314 

Digital Packet Data standard (CPDP) throu^ switch 106 to is generally by land (wire) line. An cjtamplc of a financial 

plication 112. Again, mobile POS 114 will generally have application 314 is the database associated with a credit card 

established a full two way connection in order to deliver operation sudi as Visa, Mastercbarge or American Express, 

transaction information to application 112 running on com- 25 Another example of a financial plication is a bank card, 

put^ 110. debit card, or a **smarr card linked database(s). Here, data 

A typical digital based telephone network, containing, for is generally exchanged between a sending entity, Le. the 

example, a digital switch such as American Telephone and bank card, debit card or smart card and the application 

Telegr^h's #5 ESS, part of P^TN 104 as shown in FIG. 1, containing for example, databases, tables, and the like, 

has three fafoadly classified types of messages switched 30 updated to reflect the status, or balance, in an account 

wittiin it: "data", 'Voice" and "signaling" types. The voice Mobile tmninal (POS) 322 has the ability to initiate a 

messages contain analog samples digitized from a generally transaction via the air interface to SMSC 300 using the short 

analog, continuous wavef<xm source. Data messages, in message capability of die nctwosk. SMSC 300, in turn, 

contrast to voice messages, generally contain compressed passes the data associated with the transaction to THS 312. 

numerical iDformalion, expressed io digital form. Signaling 35 THS 312 operates upon the data from mobile terminal (POS) 

messages, in contrast to "data** and 'Voice** messages, arc 322 and accesses, for exan^le, one or more applications, 

generally used for facilitating the start-up, maintenance, and such as financial s^lication 314. The operation performed 

completion of a connection between a terminal to another by THS 312 in response to data received from mobile 

teiminal or a tdq)hone switch. Signaling messages are terminal (POS) 322 will be described later in this applica- 

generally transmitted to aid the establishment of a full two 40 tion. 

way connection. Yet anodicr way to use POS 322 is to integrate its 
The signaling messages, generally opetBXmg on signaling functions with that of an automatic teller machine (ATM). In 
diannels, are used in the prior art by a Shoii Message this case, an plication such as financial application 314 
Service Center (SMSQ to transmit text messages, as shown would t>e accessed by POS 322. The ou^ut from POS 322 
in FIG. 2. l^ically, a text message is ii^t from terminal 45 would interface with the parts of &e ATM required to 
210 via an air or wire interface to a SMSC 200, whoe the dispense cash or complete other ATM related transactions, 
message is formatted to be part of a data packet, such as, for THS 312 is also interfaced to one or more external 
exaiiq>le. TCAP. The message is switched by a Motnle tdonetry applications, for exan^le, telemetry application 
Switching Center 202 to a Base Station Controller 204, 316. An example of such an plication 316 is the reporting 
which in turn passes the message to be sent via cell antenna SO and interpretation of watt-hour meter readings from telem- 
206 and the air interface to a Mobile Terminal 208. etiy terminal 324. Readings from terminal 324 are reported 
Conversely, Mobile Terminal 208 may reply to the text on a regular basis, or when specifically requested, to THS 
message from 210 with another text message, by initiating 312, where the Hnk to THS 312 is via an air interface as 
its own text message. This text message fr<^ Mobile defined, for example, by GSM. IS .41, IS 54 or other 
Terminal 208 then follows an inverse path to terminal 210. 55 wirdess/cellular standards prevalent in a particular country. 
Interface method 1 From THS 312« the inf onnation reported by terminal 324 is 
In the present invention, as shown in FIG. 3, a Transaction analyzed. This analysis contains steps that allow the deter- 
Handling System (THS) 312 is provided for operation in mination of, for exan:4>le, unaccounted power loss between 
conjunction with a plmrality of terminals, each performing a a plurality of terminals such as 324 located on power loads 
different funcdon, such as mx>bile terminal (POS) 322, 60 fed by a coamion power circutt The results of this analysis 
telemetry terminal 324, dispatch terminal 326, and **otfacr" arc icformatted for compatibility with the requirements ctf 
terminal 328. The THS is used with a Short Message Service telemetry qiplication 316 by THS 312 and transmitted to 
Center (SMSC) 300 part of a cellular tdej^iooe network. application 316. A similar analysis can be performed with 
THS 312 interfaces to an existing SMSC 300 generally via gas and/or water meters cquii^)cd with means similar to 
a wire interface, or via wireless means. A typical wire 65 terminal 324 capable of digitizing and converting for trans- 
interface is implemented, for example, via die TCP/IP mission via an air interface consumption of various metered 
protocol Anodier mcAod to interface SMSC 300 to THS utilities. 
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THS 312 is also interfaced to one or more external Yet anotha cxan^)lc of using dispatch application 318 in 

dispatch applications, for cxanmle, dispatch appBcatioD 318. conjunction with THS 312 and tcnninal 326 is dispatch of a 

Dis^ tmninal 326 communicates with THS 31Z which package delivery/pickup vehicle. The tenninal is i^ed for 

in t^manages the infonnation from and to terminal 326 indicating to the driver in rea^^timc wtoc to ^^^^^^ 

to faciitatccStrol from dispatch application running on a 5 ^^P^ ^« P*^^ "P ^.^^^^^ ^^^^ 

"7 , . I , ^ ^^nif. Tuc lit An route to follow to amve at the next stop. The directions to 

compter or a logica^ location ^^.^^™if„^,^ a destination are sent in real time, as n^ The commi- 

ewimplcofadispatchqxpkcationisa dispat^^^ ^^^^ ^ . ^ „^ requirement 

for controlling the movement of pohcc vehid^ and staflf. cstablistog concurrent two way communication 

using a poUce dispatching terminal optimized fw this pur- ^ ^ exanmlc, a Ground Positioning System (GPS), 

pose. The diqyatching is optimized due to the speed, privacy lo identifying the position of the vehicle, as is well 

and relative security of the Short Message based transmis- jmown in the art, is interfaced to terminal 326 for automatic 

sion means coupled to the encryption/decrypdon capatnli^ position reporting. This further facilitates the identification 

of a dispatching terminal, such as terminal 324. This opti- position of the vehicle and simplifies the generation of 

mization should be contrasted with plain voice conmiuni- directions to the next destination. The position of the vehicle 

cations over interference prone radio frequencies with lack 15 can also be updated from accclcromctCTS whose motion 

of privacy. information is integrated with the GPS readings for 

Another example of a dispatching aqpplication using ter- inqjroved position reporting, 

minal 326 is a fire truck dispatching tcrminaL With the fire in a typical dispatch operation, the control provided by die 

location information displayed l>y such a terminal, a laige timely informatioa made available from &is invention is 

number of fire fighting trucks can be located at many 20 optmnzed due to tiie sender's mobility, speed, privacy and 

strateglcaUy located areas and be timely aUocatcd or redis- security facilitated by Short Messages as conqwred to 

tributed to fires as they arise in a large mctropoUtan area. In voice ccKnmiinications over radio frequencies prone to static 

efiFect, die fire truck di^tching terminal provides a link for and other mterfcrcnoc. 

^1 • *3 1 *«.t T*; ^./^Thv^ Along the same operatmg lines. Other tenmnal 32», 

the logisti^ control of &efightmgrt«)ur^ issues a data stream tSTujin^tedlv THS 312 to quay, 

Yet^oth^examp^f A^^^^ 25 ^ ^^^^ ^p^^ Qt^ 

tion318intafacmgthK«ghTHS312toal«^ ^^l^omprises one^TnJe databasT^f the 

medical cmagency vehicle diq>atching. The tomin^ 326 is ^^^^ or othff type. As described in operation with ttie 

used to communicate with a hospital as to Ac status of a ^^y^^^ ^Ucations. THS 312 performs intelligent data 

patient currently en route lo a hospital Anc^Ma- use of such decking, and reformatting to aUow other tcnninal 326 

a tcnninal is to station medical emergency vchicle(s) in die 30 to one or more plications such as Other Application 

proximity of large population oMiccntrations, and inform the ^20. Terminal 328 can query and/or request data from THS 

driver of the medical cmagency vehicle(s) via dispatching 3^ xHs 312 will locate in one or more external 01 

terminal 326 of the exact location of an accident or event internal daU bases. Fcr example, stock quotations can be 

requiring medical assistance. extracted from a database, as well as gold or other com- 

Yct anotficr cxan^le of a dispatching application is for 35 modity prices, sports scores, weatiicr predictions, airline 

inmiediate notification of an emergency. In this case, a user schedules and arrival/departure times and the like, 

wearing an appropriately miniaturized terminal, such as Interface method 2 

terminal 326, activates one ot more emergency buttons FIG. 4 shows THS 312, pcrf<Mming the same functions as 
whenever an emergency medical condition arises, or otha those delineated in FIG. 3. In FIG, 4, however, the interface 
emergency conditions warrant These buttons, each having a 40 to SMSC 30# is via Agent terminal 308. In this 
prc-programnwd function, sudi as, for cxam^e, medical configuration, mobile tominal (POS) 322 for example, 
emergency, intruder alert, fire, etc., part of terminal 326, sends data to ccU antenna 306, and from there to SMSC 300, 
initiates the sending of an emergency code to THS 312, via Base Station Controller 304 and MSC 302. SMSC 300 
using ShcHt Messages, along with the identification of the routes die data back through MSC 302, controller 304 and 
terminal where tiie emergency code originated from. The 45 antenna 306, addressed to agent tcnninal 308. Agent tcrmi- 
emergency code, pre-programmed in die terminal, and ter- nal 308 passes die information to THS 312 which operates 
minal identification, is interpreted in THS 312. The upon it as described in HG. 3. This method is ^licable for 
interpretation, stating the name of the user, known user relatively low traffic applications where the amount of Short 
address, and the existence of die particular emergency, is Message traffic can be handled by a cellular terminal inter- 
sent to i^iptopriate medical, law enfcacemcnt, or fire fighting 50 face, 
personnel forimmediate response. In addition, a GPS can be Interface mctiiod 3 

provided as part of terminal 326 fa- those users who arc FIG. 5 shows THS 312 interfaced to SMSC 300 via a 

likely to have emergencies at unknown locations. In ttiis virtual MSC 502. Virtual MSC 502 simulates a Mobile 

case, tiie GPS system will provide location coordinates to Switching Center, such as MSC 30X Ntoual MSC 502 

THS 312 along with die emergency code signal. In die case 55 ^jpears to SMSC 300 from a software and hardware point 

of a medical emergency, for example, die intcaj^eted mes- of view just like anodier MSC 302, dicrcby aUowing die 

sace by THS 312 will inform medical personnel of: interface to THS 312 to require no software modification of 

* an existing SMSC such as SMSC 300. The interface 

a) the existence die medical emergency, between SMSC 300 and virtual MSC 502 simulates die wcU 

b) patient identification, «> known interfiicc between prior art generic MSC and a 

c) patient location in latitude, longitude and elevation, as typical SMSC Therefore interfacing of a THS 312 config- 
wcU as the nearest strert address present in THS 312 ured to ^Jpcar as an MSC, to an existing SMSC 300 part of 
database corresponding to said latitudciongitude and a netw^k. is doscly similar to die installation of a generic 
elevation data, and MSC into die network. 

d) die most likely cause of die medical emergency as 65 Interface mcdiod 4 

projected frcHn die latest medical records and existing FIG. 6 shows a THS 312 using a direct air interface to 

diagnoses on file. Mobile Terminal (POS) 322, telemetry tcnninal 324, dis- 
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patch tarminal 32^ ot other terminal 328. The SMSC number to a particular message. This cotreJatcff Dumber then 
required to route Short Messages to and fixjm THS 312 is is used for the reply by the recipient of the message. It 
DOW contained in SMSC 602, part of overall padcage 610. In should be noted that a simUar quantity, used in a GSM 
operation* SMSC 602 provides a full protocol as required by environment for network operating purposes, called "mes- 
GSM. IS 41, 15 54 or other wireless/cellular PCS standards. 5 sage identification'', is not sufBciently detailed for the pur- 
In the alternative, whwe full oonq^atibility with an Inte- poses of this invention as it may not identify all messages to 
grated Services Digital Network (ISDN), GSM and rS.41 is the level required for a c«rect address and a timely reply, 
not required, a sin^>lified protocol is provided to accommo- In general, the Message Correlator identifies, for subsc- 
datc a reduced number of terminals, such as mobile terminal quent ccrrelalion with a possible reply within THS 312, the 
(POS) 322, or telemetry terminals 324, in a limited geo- lo transaction being transmitted from the terminal as well as 
gnq>hic area. the number of short messages that may need to be consid- 

Qearly, one skilled in Ihc art can combine the features cred to form a coinplete transaction query. This identifica- 
shown in FIGS. 3, 4, 5 and 6 to arrive at yet another tion is made up one or more of the following, for example, 
combination embodying the inventive concepts shown a coraliinatLon of the time of day internal to the terminal, &e 
herein. 15 transaction count internal to the terminal, and the terminal 

Message Structure hardware identification, or equipment number, or manufac- 

The general message structure to be exchanged b«ween turer's number, generally permanently embedded in the 
a terminal, such as mobUe tenninal (POS) 322 and THS 312 hardware of the terminal during manufacture, 
is shown in FIG. 7A. In general, a message between THS Message context— identifies whether the message is a 
312 and POS 322 will be made part of a TCAP envelope 20 financial, telemetty, dispatch, or other application specific 
typical of a Short Message, wherein the 140 byte message transaction. 

specific pcstion (or payload) is aday tc d for use with tfiis Application identifier — identifies the transmission as bav- 
invention. It is noted that the TCAP message shown in FIG. ing originated fix)m or for a particular application, for 
7A wiU flow between land based units sudi as THS 312 and example a financial transaction, cr a telemetry ^Hcation, a 
SMSC 300, but does not represent the air interface message 25 dispsich application or "other^, 

structure. The message specific part (or payload) is Message TVpe—idcntifics whether the message is 

conqjcessed, if needed, encrypted, for example, in aocor- directed to a typical application. For example, if the message 
dance with established block encryption methods, as context is '^financial**, the message type may be Visa, Mas- 
described by DES. or IDEA, or odier methods such as public teicharge or American Express. TWs pointer shows very 
key systems similar to those published by RSA Data 30 quickly where a query is to be directed. 
Security, Redwood Oly, Calif. Currency type-identifies the type <rf currency used in the 

DBS and IDEA block type encryption and decryption transaction, 
requires that the encryption/dedyptioo key be known by Currency Amount — identifies the amount of currency 
bob the sender and the receiver and is tiicrefore generally used for the transaction. 

transmitted via a secure channel. One choice for a secure 35 Account number — identification of account to be used by 
channel is to mail the encryption key to lawful owners once a bank, or other financial institution for completing a trans- 
per month along with the bill for manual input of the key into actioiL 

a POS for usage witii the THS. Each key is unique for cadi Bank Identifier— identifies which bank is responsible for 
POS. This, however, is not the pn:feircd method. TTic the account specified in "account number^. While this may 
preferred method is to use a public key system (RSA type) 40 be sometimes redundant since occasionally the account 
for sending the key required by block type encryption/ number will contain tiie bank identifier, it is provided to 
decryption methods, such as DES, and IDEA. For long facilitate tiic processing of the infcsmation. 
and/or high data rate messages IDEA encryption is used, Decline/Accept— identifies in a response from a financial 
where the key has been exchanged previously using RSA query whether the transactioo can be completed or not. 
techniques. This is illustrated in FIG. 12 and discussed later 45 Meter type— -describes in telemetry ^)plications what 
in the ^)plication. The preferred alternative to to the use of type of a meter the data is coming from, fir exan^ile. the 
the DES algociduii is IDEA, and has been described in U.S. data could come firom an electric watt-hour meter, a water 
Pat No. 5,214,703. The IDEA algorithm is in many respects meter, a gas meter or a meter designed to time the usage or 
advantageous for use in the present invention because of duraticm of a telephone or cable television service, 
software implementation advantages over the 1>ES algo- 50 Meter reading value — describes the units in which the 
ritto- "meter type" operates. For cxaiiq>le, a watt-hour meter 

Note that unlike a typical two way phone connection, use would output the number of kilowatt-hours, while a gas 
erf the Short Message capability docs not require an imme- meter would output cubic feet metered, 
diate reply in real time, since the coimection is one way. In Bar Code type and bar code reader value — describe the 
fact, one advantage of using shoit message capability within 55 type of bar code being read and the value being read, 
THS 312 is the ability to delay and retry a transmission to respectively. For example, the type may be the well known 
overcome, for example, a t«iqxwary loss of transmission Uniform Product Code (UPC) type, \nMe the value is the 
capability within the network, or the unavailability cf a multidigit identification associated with a particular con- 
terminal because of a "busy**, Inactive** or ''unavailable'* sumcr product 

condition. 60 Location data — describes general geograirfuc position, for 

The message specific (payload) part of FIG. 7A has the example, longitude, latitude, elevation and/or house number, 

following allocation: street name, town, nearest landmark aixl the like. This data 

Message length — ^identifies tiic Icngtii of the message in is used in coiijunction with a Ground Positioning System 

bytes, out of a total of 140 bytes. (GPS), possibly augmented by accderometcr readings, and/ 

Message cofrelatc^^ — uniquely identifies the ntessagc sent 65 or a di^lay. When ou^ut by a POS unit equqipcd with a 

by either a POS tenninal or THS 312. The initiator of a GPS. the position will be that of the GPS. However, when 

message, cither a POS or a THS, assigns die cOTciator output ftom tt*e THS 312, the positi<Mi may be related to a 
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location where a ddivay or pick-up is to be made ot an used to also identify the source of the message ^ subse- 
uDdatc to GPS position, ot a calibration quantity for the qucnt coirdation with a reply from one or more databases 
Aerometers the original query was directed to. The same pocess is 

Additional data-describes text attributes, or visual genciaUy dupKcatedinlhePOS.wheieinapaiticul^incom- 
details that are required to enhance the display (e.g. font, 5 ing message is associated with a particular quay by rrter- 
displiiy size), or to be printed at die POS. In the alternative, ring to the unique identifler for die message sto«xI within a 
this field may be used to send the PubUc Key required with table of query/message Hkntificr. Based on this table the 
^ mxs encryption/deayptioo. message can be displayed, printed or used to activate a 

FIG 7B dM^s an oian^e of a typical message sound source to dcUvcr a verbal message, or perform any 
between THS 3U and a financial application 314 bemg lo other functions the POS is c^ble of. 
carricdinthenetworkby.foreMmple.diewellknownX.25 When a mewage. or query reply, fa 'f^'fj?^'^ 
wotocoL FIG. 7B message contains die queiy toapplication application, such as, for example, a flnanaal appUcahon 
314 interpreted from data sent from POS 322. using a 314. another inteipietation is perfoimcd whemn a 
m«sirSre as shown in HG. 7A. To amve at a for example, as shown in na 7B. 'L^'^P^'*^^^^ 
datab^ queiy such as that shown in FIG. 7B. THS 312 is compatible wiUi the structure shown in FTO. 7A. The into- 
inteipteu a Message as shown in HG. 7A into a query pretation is similar to Ac one ^^^.'^^J^ 
compatiblewith,foroiample.adat8basecxtemalorintBnial information contamed m various fields of the FIG. 7B 
to toeoUular network, or THS 312. suA as appUcation 314 message is interpreted, using mtenial tables, databases and 
or appUcation 316. For example, the message structure in instructions to generate a message compatible 
nOTBtobcdeUveredbyTHSSUisspedfiedbyVisaNET 20 message operation, as shown, and. f« exanqile, with the 
VXP System Message Fonoats, Base 1, fox credit card data structure shown in FIG. "A. 
«,thoriarfions, requests, responses and advises, said sped- One or more f^fJ^T^"^ 
fication issued bTvisa im^aUooal Service Association. as. for example, POS 322 and/or tcrmuwl 326 are 

Hiis specification identifies certain requirements for a quay processed and interpreted concurrently m THb 312. 
to itr^ancial database. SpecificaUy. within this 25 Conversely, THS 312 also inlaprets the quay respor^ 
l^cadon, there are rrfereno!^ to sud. appUcation spe- from, for example, application 314 to a message con^le 
Sons as "pw^essing codes" in field nmnber 3, "systems wid. POS 322 and Us mput/output devices and the SMSC 
«tce audit nur^in field 11. "acquiring instfmtion coun- In effect, THS 312 inteq««*s, and .««dat« a plvnaUty of 
try code- in field 19 and others fliat do not have a direct messages from a POS. as shown m HO. 7A. with quay 
wu^Sart in the message structure of FIG. 7A. 30 responses typicaUy shown in FIG. 7B. to faahtate Ae 

■mo^e THS 312 has to intapret the incoming data on communication from different of tamu^, for 

the rignaling chamid as foUows: example POS 322. tehm^try t«mma^ 324. a-^tor 

uic >iKuai.>HS terminal 326 with one or more s^bcations, for example, 

n receive the message, or query, from the POS in a format financial appUcation 314. telcmcliy appUcation 316. andtor 

rS^^oaSy MIA; 3S dispatch appUcation 318 having one or more, possibly 

2) se^^flUs message into its various fields: incompatible format and field stru«*ure and content reqmre- 

3) compare die contents in each field to die needs of a query ments. ^ ^„ t e u . 

toTdteTtination database, such as appUcation 314; It is understood that FIG. 7B refers, for J? « 

4) translate 4e content of each field in message 7A to a protocol such as the V«a f^J^ 

caiesponding field in message 7B. «> is generally discussed m U.S. No. ^ 

■me iianretadoo is not Umited to a one to one shifting of protocol is geneiaUy assoaated with the access to a fiaana^ 

the content of a field from die message in FIG. 7A to a field dattbase, such as. for example the ones available fr^^»a 

in die message of PIG. 7B, but rather involves Ae intcii»e- Intemational Service Association, or Amencan Express 

tationof oncormarefieldsinFIG.7Afijrpropa-am5>al- Conqiany. 

ibiUtv wiA one or mote fields in no. 7B, directed to one or 4S THS Software Uyers 

mTappUcations. such as financial appUcations 314 and/or FIG. 8 shows tt« THS !«y« "f i^*^^^, 

dispatTappUcations 318. and/or "other applications- 320. date and process the mtopretation ofa fe^?>«*a8c 
iTVcneraL THS 312 can intapret a single incoming snucture, fw example of Ae messages diownmFIO.TA, to 
message, or a sequa.ce of Aem. of Ae type shown in FIG. a second message ^'^^^^Jt^^'^;;^ 
7A. to fonnularone or more quoies. compatible wiA one so example shown in FIG. 7B. to HG. 8. A»ully «cod«^ 
or nwe appUcations. resident either within THS 312, or infoimalion. possibly enaypted. from a Qfpical tenmnal 
extanal to THS 312. such as. for example, a financial having Short Message capabiliQ' is «c«v«^ « ?«;«™^ 
^Zt:o.3i4 in one of four possible ways, eiAerArough a vntual MSG 

THe intopreiation step also comjrises filUng missing 801 as shown in FIG 5, an air interface 803 as sha«m in 
info^nati3necessan^ffa potion of Ae quay inFIG.7B 55 "G- 4, a wireUne muarfa* 80S ^shoy™ m^^^ 
b not diredfly available from Ac message in FIG. 7A, Aat a fiilly integrated MSC 610 as ^wn m HG. 6. Ice- 
field is fiUed from data stored in a table or database con- AeTCAP, or similar, envelope of Ae message is detected or 
tained wiAin THS 312, or from instructions contained f onnatted depading on wh«ha Ac n^sage 
wiAinTHS312.Conva$cly.ficldspresentinFIG.7A.such outgoing, in Intaface supovisor W9. EnaypW>ean« 
as Ae correlator nmnba. Aat are spedflc to Ae present « fiinction 811 decrypts intents of the 140 bytes of the 
tovrnti^dlikelynotpreseotlnan^ppJ^ message specific part (payload) of AeTCAP contents sent to 

by FIG7B. eiAa intetpreted for use in one it by supervisor im. Mess^e routa 8W «^ 
^T^^quoies as shown in HO. 7B « ignored. message correlator ID and Ae apphcation idenbfia to send 

Apartof AemessageinFIG.7AisAcmessagecoirelator Ae information to ciAa a process nmning m Rnanaal 
and ^sageidentifia. One or both of Aesc are used WiAin 65 appUcation area MT or «K«hapr«»«siunmn^ 
THS 3Uto form a unique identifia for uniquely idaitilying area 819, dispatch messages area 821 <^ "^"tr? 
Ae incoming digital information. This unique identifier is Eachof Aese processes m turn, exammc Ac content of Aeir 
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respective message and intoprets the data contained therein in step 906, The validity of the message is determined by 

fot con^atihility widi a quay to the data base to be examining the structure of the message in accordance with 

accessed. Conversely, a query reply in the foimat of FIG. 7B FIG. 7A, for example by searching fca: die presence of data 

is interpreted for compatibility with the foimat of FIG. 7A located as indicated by the MSG length field, 
for POS rec^tion. The message to a POS is also encrypted 5 Next, the application identifier and/or cozrclation identi- 

via encrypt^decrypt function 811 and routed through one of fier are read in step 910 to determine die type of transaction 

the four ways it was originally received. from a table stored wi&in message router 815. Message 

The process of interpretation of messages, such as shown router 815 fOTwards ttic message to the proper application 

in FIG. 7A and FIG. 7B, involves, for example, certain 817, 819, 821 or 823 in accordance with step 912. The 
tables, databases and list of instructions, specific to each lO correlation identifier read in step 910 is used to identity 

^jplication containing instructions for performing the inter- which transaction is addressed by the incoming message, 

pretation process. For exanc^le, in financial area 817 the >Aitfain step 912, whac the message is forwarded to the 

incoming data firom a POS is first separated into its indi- ^jplication designated within the incoming message, a local 

vidual field components. The amount of the transaction is, fraud detection step 911 is implemented to insure that the 
for exan4>le, interpreted fi-om the POS supplied value and 15 transaction is in accordance with time and distance limita- 

format, to a new fc^mat and value compatible with tfie tions dictated by the firaud cheddng medianism. Fraud 

destination the query is directed to. For example, the incom- detection is performed by analyzing, for exanqile, up to 

ing financial transaction may be denominated In Italian Lira, three {^vious transactions coming from the same physical 

but the data base to be accessed may require die information POS device (having the same identifier). The needed infor- 
in U.S. dollars. THS 312 would interpret die query in Italian 20 mation is contained within the message correlator as dis- 

Ura, convert at the current rate of exchange into U.S. dcdlars cussed in FIG. 7A. This operation con^>ares the time and 

plus a dollar premium related to the typical length of dme physical location of a terminal actively using the networlc If 

required for the transaction to clear and the variance of Lira one in the scries of three transactions arc widely dispo-sed 

to dollar exchange rate over the past 30 days. Such a in space but ottrcmely close in timc» as for example if the 
conv^^ion to dollars, if allowed by the credit card issuer, 25 inquiries firom the same terminal arc separated by more than 

may well be more beneficial to a credit card holder as 100 miles, but the inquiries are only 1 minute apart, the THS 

compared to blocking out a larger block of credit t>ased on may reject the transaction as invalid and issue a warning to 

other, possibly more conservative, and costly criteria. the terminal in question. 

Fiirthcrmorc, the data may be interpreted by including The specific task required by the message is analyzed and 
infonnation not sent by the POS (for exanq>le time of day) 30 performed in step 914. 

but possibly required for a valid quc;ry to the financial In step 916, a query to a destination, such as application 

database. Another possibility is to interpret the message as 314, 316, 318 or 320 is composed. The coursing step 

not adequate, or insufficient for a query, wherein an "crror^ comprises interpreting the received message fix>m the POS. 

message is generated in THS 312 for return to Ihe POS. which, in turn, includes reformatting and reconfiguring the 

In the event a fraud situation is detected, a specific 35 message for compatibility with the format required by the 

message is generated for sending to die POS to alert die destinatioD, such as a database associated with, fee examj^e, 

operator of such a condition. Fraud detection is typically application 314. This step also extracts the address of the 

based on comparing time intervals between transactions originates, associates it with the query in a table to be used 

with their geographic location. If the same tcxminal and its to c(»Telate the subsequent, incoming query rq>ly with the 

specific identifier is used in widely geogr^hically scpsaatod 40 originating POS address. 

locales, but with shoot time intervals, the transaction is In stq> 918 the query is transmitted to a destination, such 

deemed fraudulent and blocked. Other criteria for firaud as plication 314, 316, 318 or 320. A query response is 

detection may be supplied by other parameters based on a recdved in step 929. The query response is analyzed in step 

priori knowledge of spending patterns, prefetcnoes, and the 922 to insure that it contains the information asked for in 

like. For example, if the same credit card is used within 45 step 916. If the requested infcsmation is not present, the 

certain pre-established criteria, a transaction blocking due to query to die destination is re-sent^ typically, up to three 

fraud detection may be activated. times. If the response does contain the requested 

Another function of, for exanqde, financial Programs and information, a message containing the desired infonnation is 

T^les 817, is to correlate an incoming query response from coaq>osed for transmission to the POS in step 924. The 

external databases or applications with the originaliy sent 50 response from finannai application 314, or database, is 

query received from a POS via an SMSC. This CGirelation encrypted and transmitted to the POS in steps 926, 928 and 

is done by keqiing a table descriptive of the original cellular 930. Another function in step 928 is to analyze the table 

network address of the POS and the unique identifier of the correlating queries, quexy r^es and originator addresses 

query and the expected uniquely identifying feature of the created in step 916 to extract the proper cellular network 

reply to the query. When analyzing an incoming query reply, 33 address the query response is to be directed to. 

this table is consulted to determine the network address to Standard software self che<±ing is employed, such as, 

direct the interpreted reply to. timing for various functions, error condition detection. 

An operating system kernel 813 generally coc^dinates the retries and recovery, and emir message outputs, 

interaction of the functions and processes enumerated above The Tdemetry function 

to allow for efficient memory allocation in accordance with 60 In the telemetry function, the general POS function is 

each need. re|daced by a utility meter, sudi as a water, gas meter or 

The Fmancial function watt-hour meter. In diis telemetry function, die watt-hour 

A typical financial transaction using the structure meter transmits a reading toTHS 312 either at a pre-selected 

described above is shown in FIG. 9. First, the TCAP time interval, or, when asked to do so by THS 312. 

message as shown in FIG. 7A is received at the Start step 65 This same telemetry function can be used in conjunction 

902. Its relevant content, in the message specific part (or witii a cable unit to meter and/or activate cable television or 

paylo^) is extracted in step 904. The message is decrypted senice to a particular location. 
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Yet another appUcation for the telemetry unit is te the coinpatiblc with tbe SMSC of the cellular networic. The 140 

op«atioa of an darm. For exainple, a smoke detector is byte space is filled to contain exactly 140 bytes, if necc^. 

intofaced to automatically issue a message to the THS and then encrypted to again fiU no mote than 140 bytes, 

alerting about a possible fire condition. Similarly, a tem- Message "f^nte canbe sfceadovein^^^ 

pcrature alarm islTd for ova or under-tcmperaturcsima- 5 ifmessage length eiioecds 140 bytes. The 140^s arc tticn 

tons to detect fteezing or ten^aturcs above a certain combined with the header to genome a typical TCAP 

toediold. compatible message in step U12 withm the odlular nct- 

Wen known Infta-rcd, ultra sonic or other type of motion work. Once the message is sent to Ac TIB via ceUular 

detectors can also be interfaced to the alarm telemetry unit phone 101». the message correlator table is updated m step 

to report unaattiorized entry on protected premises. B should lo 1116. . . ■ i 

teSthatthealanntetemettyunitisnotllmitedtoon-oir Tbc second way to input information into tenmnal umt 

typcdeviccs.butcanbeusedwithananalogtodigital(Art)) W2» is to have an incoming message from «^"larphone 

STvcrta to provide monitoring of varying, continuous 1010 originated byTHS3U.TOsin*ssage is first deco^ 

SSi^,suAastempcrature.i«llngsoveratemperature in step 1120 and compared agamst the lo«d cojrelM^^^ 

y"^^ ' " 15 in step 1130. Once the exact input/ou^ (WO) device is 

^e Dispatch function identified for the message from the correlator taUe. suA as 

Tlic despatch function coofdinates messages and the out- a printer or a display, or the CH>S for a GPS chot correoton, 

put from V Ground Positioning System, (GPS), possibly the message is buffered f"f eventual, if not immediate, 

augmented femi itmuts by on-board accderometas, to pro- transmission to fte VfopaVO device. 

means formating a deHvoy or emergency vehicle. 20 When equipped with a GPS imit 1016, t«mmal umt IMO 

Tte dispatch terminal dfaplays text descripdve of the next is capable to report ite position from s^M* received by fte 

destinah^nofthevehicle.andinstructionsastohowthenext GPS unit W16 to a^d in navigation. Whenever fee^ 

destination is to be reached. The GPS output is transmitted signal from the satellite is ttmporanly unavailable, on board 

to THS 312 and is used to confirm a location repcHted by the accelerometers 1022. provide motion information ami p<»i- 

occupant of the vehicle, as well as confirm vehicle progress 25 tional updating. Depending on the motion acairacy dwired, 

to thencxt location. RHthermorc.THS 312 computes direc- one, two, or more accdtxometers are used. In the case of 

dons to be followed by Ac vcMdc to reach its next desti- mult5>le accelerometers. acccleromrter sensing axes Me 

oOTs TO DC ioiiowc« , gcneraUyorfliogonaUy oriented to each other. For exan^de, 

nie T«minal FUncUon silicon micro-niaduned, biUA P"^**^ = 8 aocd«^ 

The function of a POS tenntaal such as. for example, 30 elers can be used such as part number ADXL05, manutac- 
mobile terminal (POS) 322 in FIG. 3. can be better under- tored by Analog , , . . 

stood by reference to FIG. 10 where a tennind unit 1020 is Position information is repented byGK 1016 Md accel- 
describwL FIG 11 describes an cxaii?>le ai the software erometers 1022 to processing unit 1002. This position mfor- 
flow diagram of teiminal unit 1020. Terminal unit 1020 mation is encapsulated in a mj»sage by processing umt 
comp^^e or more input devices such as credit card 35 1001 TT« message is teinsmitted torn processmguiu^^ 
3To04.barcoder«atol006.and/orsmartc.rdre«ta to ceUular phone 1010 to THS 312 
1008. In addition, printei 1014. enhanced display 1012. Conversely, GPS unit 1016 can tave its position r^omng 
gr^d positioning ^1 1016 or one cc more utility refined by Ae input of exart co^tt«! supphed by TOS 
meters 1018 can also be part of terminal unit 1020. Terminal 312 from its internal databases. THe updating by » p^on 
unit 1020 has an intenwl miao-prooessor linked to non- 40 report from THS reduces the error mhcrcct m the degraded 
volatfle ROM, non-volatile, remotely programmable signal provided by satellites normaUy supplymg signals to 
EPROM. wOTk area RAM and interface capability, prefer- the GPS system. 

ably via a wcU known RS-232 port, or SIM interface for Another apphcation of terminal 1020 is to •"^^^to/^ 
communications to a means to access the cellular netwcric financial database wherdn stock quotahons «*r^°«edto 
such as a ccUular i*one 1010. Cellular i*one 1010 also has « the tenninal on a tegular basis. Fw cxan^, tenmnal vm 
adisplay thatc*nbeused wheneverterminalumt 1020isnc« requests stodcfransaction «f°^;«?^J^J^'^ 
eq^ with a display, to present output from incoming positions, ratio, or the "^f" ? P»?^.?^ 

S^^sages by taminal unit 1020. group of stocks, m one or more industries. TOS 312 m turn 

^SwJO has tts own terminal identifier, separate accesses databases that «e retevant to this reqnes^ and 
and distinct from the phone identifier, part of ceUular phone 50 interprets the information from the databasi^top^ 
1010. nie phone identifier is generaUy associated with the requested dock related "^""^o"- J^^^f,^" 
operation rflhe ceUular network. whEe the terminal iden- printed on the pn^. or displayed 
^ is associated with the identification of the terminal for internal memory for future review or download by the user: 
oDcnUioa with THS 312 Encryption — Decrypcion 

The functions perfoni«d intemaUy to terminal unit 1020 55 nO. 12 describes the interchange «*JB^»«^»J^ 
are shwn in Ha 11. There are two ways to input infor- type (RSA) based messages for the encrypt/deayptfon«K)n 
Sr^to tSni uino20. Rrst. d^Tencoded between THS 312 and POS 1020. Upon pow« op, in stq, 
SaS^ S^from, for example. oEard ,e«te »>2,«Kl L»4.aPOS te™in^un^^su^ 
1004 bar code reaSr 1006 and/or smart card reader 1008. own spedflc termmal identifier to the THS. The aort 
generates an entry in the message coaelatcr table in steps 6o Message snrudure required by the "tt*^^?"" 'fl*?^,^ 
U02 and im The message wirelator Identifies uniquely recognize the presence of ceUular Pho»eji*^ ? J^Duto 
the message. IHe messaged then appended a. appUcation ceU is supplied by "dUOar phone Wl^i^^^^lg 
identififftostep U06t^ntify its content as to. particular stored identAcation codes In the aUernative; imal 1^ 
appUcation. iTe message. Its correlator nmnber. and appU- sends its specific pubhc kqr and lern^ iden^ 
Stion identifier are formatted to fit inside die 140 bytes 65 ever a register aUocated to holda (pubhc) d«a^^ 
aUocattd for the message specific part of a ccUular Short either empty or has not been upd^ed. for a pn^drtenmned 
SSge evcnmaUy refoni^ a TCAP message period of time. This time mterval for key renewal is used m 
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cases where the RSA algorittun is nin with a small modulo. System Redundancy 

of about 256 or less to trade off security versus machine Provisions arc made for THS's 312 occasional failure, 

loading considerations or security breach instances. If laigcr Referring to FIG. 13, THS 312 failure will be detected by a 

moduli are used, as for exait^le 512, 1024, 2048 or larger, terminaL such as terminal 322, by the absence of a response 

the overall key generation and enayption may be slower, but 5 fro™ THS 312 within a predetermined time period, such as, 

may only need to be performed at longer intervals, peihaps cxaiiq)Ic, 1 minute. If no response is received by terminal 

only once. 322 from THS 312 within the exemplary I minutes, terminal 

In response to receiving the temunal identifier along with ^ transmit an "exc^on" inquiry, as part of the 

its pubUc key, THS 312 validates the received puhUc ter- message described in FIG. 7A, requesting the latest results 

minal identifier by con^aring it to a table of vaUd terminal lo ^^^^ THS's 312 self-checking mechanisnL The 

identifiers stored within THS 31i If the terminal identifier ™^ Partial faults 

is valid, THS 312, in step 1208, sends its THS public key to "^^^^ ^. *s otficr anomalies in system 

terminal 1020 for use by 1020 in encrypting fiit^ messies SJ^^^'^'il!^ 1 ^^l"^ . 

to THS 312. Note thalt the THS pSSic key need noTbe ^^-^."^r.^T^n^r^^ ^^^2"" "^^^^V- 
pr^^d^use^^^^ , .^^tj,SZ^^ 

decrypt messages encorpted with the public key. Decryption shJrTtime for example 30 seconds, constitutes T^Mt^l 

of amessage eocryptcd with the THS public key can only be cheer on THS 3irThe r^y wiU i^orm terminal 3:a as 

"l^^^^^^ with the THS private key, generated to operational status of THS 312, and consequcnUy the 

within THS 312, stored there, and never transmitted. The course to foQow in the event THS 312 is only partially 
public key broadcast by THS 312 to terminal 1020 cannot 20 functiooal. If no reply is received from THS 312, then 

decrypt an encrypted message fr<Hn terminal 1020 encrypted terminal 322 wiU assume that THS 312 is no longer 

with the THS public key. available, and r©-scnd its unanswared query to another THS, 

In turn, temunal 1020 responds by seeding its own public for example THS 1320, or THS 1330, cr THS 1340. This is 

key so that THS 312 can encrypt messages sent to terminal possible because tcmmial 322 is programmed to store a 
1020 in step 1210. 25 plurality of access phone numbers, PH NUM 1, PH NUM 2, 

Havmg established Ac pubHc keys for both THS 312 and PH NUM 3 . . . PH NUM N. Each of these access phone 

temiinal 1020, secure communication otf financial infonna- numbers corresponds to one of a plurality of THSs for 

tion can be initiated in step 1212. For this, terminal 1020, or cxanqjle PH-NUM 1 corresponds to THS 312, while' PH 

POS, uses its own private key, stMcd internally within NUM 2 conesponds to THS U20. Each TBS is capable of 
terminal 1020, to decrypt pubUc key encrypted messages 30 performing the message handling function directed to it 

from THS 312. In the alternative, THS 312 can initiate a When temiinal 322, connected to cellular netwwk 1350 

••puWic key request" as shown in step 1216. As yet another MSG 302 and SMSC 300 is unable to receive a reply fr<Mn 

alternative, the message may be compressed for <^cient THS 312, ot when ttic rq>ly from THS 312 indicates that it 

transmission. is not ftiUy opcrationai, or when instructed to access another 
Fot long messages, or where the data rate from terminal 35 THS fOT traffic reduction purposes, terminal 322 will access, 

1020 is relatively high, the RSA algorithm is supplemented via PH NUM 2, THS 1320. THS 1330, or THS 1340, caii 

with DBS or IDEA type block encryption. The actual key also be accessed, depending on received instructions. ' 

used for a block encryption algorithm such as, for cxanqilc. The functioaaiity of terminal, such as terminal 3227 is 

DES a- n)EA, is transmitted by THS 312, using RSA, public checked by a THS, such as THS 312, by checking the home 
key type, encryption. The key used in the block encryption 40 location register (HLR) aud visitor location register (VLR) 

algorithms arc then extracted, or decrypted from ttie RSA 1310, typicaUy present in a mobile switching center, descrip- 

encryptcd message and used by terminal 1020 to encrypt its tive of the status of terminal 322 in the network. While it is 

long message. In effect, the key required fcM: block enoryp- possible to check HLR/VLR 1310 before eadi message 

tion and decryption at botfi ends, THS 312 and terminal transmission from THS 312 to a terminal sudi as terminal 
1020, IS securely exchanged via public key (RSA) type 43 322, this may burden the netWOTk. Therefore, THS 312 will 

encrypted messages. examine HUWLR 1310 only when a message from THS 

Interactive Services 312 to terminal 322requiriug a reply has hot been responded 

Yet another application of die aort Message based sys- to in some time interval for example 1 minute. The lack of 

tern tocribcd herein is its use in an interactive services a timely response from terminal 322 wiU initiate a search by 
environment. For cxanq>le, a cable television station can so THS 312 of the HUWLR to determine whether the tcrmi- 

provide programming requested by a viewer using a POS nal is "off line". If the terminal is "off line", the HUWLR 

operating in conjunction with a THS of the present invention wiU be requested by THS 3U to report terminal's 322 rttrnn 

to intopret the viewer request to an "-on line'' or "active" status. Now the message to 

In the altCTnativc, mteractive games widi multqrfe players terminal 322 can be dcUvered by TI B 312 in accordance 

can also be implemented with this invention. For cxamptc, 55 widi the location stored in HLR/VI-R 1310. 

a cable TV channel can be used as the high bandwidth HLR/VLR 1310 arc accessed within MSC 302 along a 

display update means, while the Short Message system and path sq>arate from the main Short Message path. The path 

THS send the manual inputs related to game control to a between THS 312 to MSC 302 is, for example, an SS7 or 

mam computer mnning tiie video game on the cable channel X.25 pafli. The main Short Message patfi, from THS 312 to 

The cwnbination offers high bandwidth video display with 60 SMSC 300 uses TCP/IP, X.25, SS7 or TG\P messages, as 

cost effective manual iiq>ut control. Manual ii^ut control is discussed previously. 

provided with a cable television interactive game control THS 312 can also be fault tolerant In the altOTiative, two 

unit c^le of generating Short Messages, similar to diosc THSs can be configured in an active standby configuration, 

of a POS. These Short Messages are descriptive of &c Yet another altcmative is to configure a pluraUty of THSs in 

position of the input controls required for opmtion of the 62 an N+1 redundant load sharing configuration, 

game and are inteiiHeted by the THS for transmission to a By ad<hng additional THSs to an exisdng configuration, 

video game control iiqjut means. the traffic handling capahiKty can be scaled up. 
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In he emhraced bv the cUims to the limits set by law. tiftcr. . j 

Wc d^^^ 16.Animptovcdtiansacdonha^Milingsystcmasdcs<^ 

1. In a ceUular telephone network having one or more claim 1 wherein said digitally encoded infonnation is 
signaling channels, wherein said signaling channels carry derived from a telemetry transmitter. 
S^tMcssagcs, said network coiiqjrising: n. An ico^ffoved transacdon handUng system as described 

a plurality of terminal means for transmitting and rccciv- daim 16 wherein said telemetry transmitter is a watt-hour 

ing said Short Messages, and meter- 

switching means for rooting said Shwt Messages; ig. An iiE?xrovcd transaction handling system as descnbed 

an in^ved transaction handling system, comprising: in claim 16 wherein said telemetry transmitter is a water 
means for receivinfi digUally encoded inf<Hmation from 15 consumption meter. 

^eori^^so^^r W.AnimprovedtransactionhaDdUngsystem^dcscnbed 

means for generating a unique identifier for said digitally in claim 16 wherein said telemetry transmitter is a gas 

encoded infcraiation; consumption meter, 

means fcr converting said digitaUy encoded information 20. An improved transaction handhng system as descnbed 
and said identifier into Short Messages compatibie with 20 in daim 16 wherein said telemetry transmitter is a cable 

said terminal means for transmission of said Short television service usage meter. 

Messages on said ceLular telei^one network; 21. In a ceUular telephone network having one or m«c 

means extracting said digitally encoded infonnation signaling channels, wherein said signahng channeb carry 

and said identififf from said Sh«t Messages; Short Messages, said network campnsmg: 
means fcr interpreting said Short Messages to f onn a 25 a plurality of terminal means for transmitting and receiv- 

^ery f« ali^ation; and ing said Short Messages, and 

m^s for directing said quay to said destination. switching means fw routing said Short Messages, 

2. An improved transaction handling system as described an imiaoved TVansaction Handhng System, compnsmg. 
in claim 1 wherein said means fcr ctmverting also comprises njeans for receiving a query result from one ot more 
a means for encrypting said digitaUy encoded information 30 sources; 

and said means for extracting said digitally encoded infw- ^^^3^5 for interpreting said query result into Shoti Mes- 

mation conqmscs a means fa: decrypting said digitaUy g^ges having a structure compatible wifli said ceUular 

encoded information. telephone network; 

3. An in^ved transaction handling system as described ^^^^ associating contents of said query results with 
in claim 1 wherein said means for interpreting said digitaUy 35 ^ unique identifier, said identifier determinative of a 
encoded infannatioa comprises a means f<a fraud detection. network address for said Sh<^ Messages within said 

4. An iinpmvfcd transaction handling system as described ccUular telephone network; 

in daim 1 wherein said digitaUy encoded information is ^^^^^ directing said Short Messages on said ceUular 

magncticaUy encoded. , network to said ceUular nctwort: address. 

5. An iiiq)roved transaction handling system as descnbed 40 ^2. An inqjcovcd transaction handling system as described 
in daim 1 wherein said digitaUy encoded infonnation is read ^ herein said means for interpreting said mes- 
from a smart card. sage also conqriscs a means for encrypting said message. 

6. An in^vcd transactioo handling system as descnbed ^ ^ improved transaction handling system as described 
in daim 1 wherein said digitaUy encoded information is read ^ wherein said network address is a point of sale 
fr<Hn a bar code. terminal means having a dtsjiay. 

7. An improved transaction handling system as descnijcd ^ ^ in]5>roved transaction handling system as described 
in daim 1 wherein said digitaUy encoded information is ^laim 21 wherein said netwcffk address is a point of sale 
obtained from a ground positioning system- terminal having a printer. 

8. An in^Hoved transaction handling system as descnbed ^ ^ in^xroved transaction handling system as described 
in claim 1 wherein said digitaUy encoded information is so ^j^j^ 2I wherein said network address is a point of sale 
obtained from an alarm system. terminal means having message storage means. 

9. An in^iroved transaction handling system as descnbed ^ ^ in^ved transaction handling system as described 
in daim I ^^crcin said digitaUy encoded infonnation is ^ wherein said network address is a cable telcvi- 
obtaincd from a dispatching terminal. slon interactive unit 

10. A system as described hi claim 9 whcrcm said 55 27. An improved transaction handUng system as described 
dispatching tenninal is a poUcc dispatching terminal. whcrchi said network address is a cable telcvi- 

11. A system as described hi dahn 9 whcrcm said dis- p^gram request unit 

patchmg terminal is a fire truck dispatdiing terminal. 28. In a cellular telephone network havmg one or more 

12. A system as described hi claun 9 wherein said ^jgnaUng diannds, wherein said signahng channels cany 
<iispatching tmnmal is a medical cm«gency vehide dis- 60 Messages, said network conqirising: 

patdiing terminal. ^ ^ pluraUty of terminal means for trans m itting and receiv- 

15. A system as described in daim ^ whcrcm said ^ Messages; and 

dispatdiing tcnnmal is a package deUvcry vehicle dispatch- ^^^^ n^eans for routing said Shot Messages; 

mg tcnmnal. a;h«ein said 65 an irmwoved transaction handhng system, comprismg: 

u"r^J:^'4Sg^' -iviog di^LUOIy ^co^ iofcnoa.™ 

uiot«ii*.u*«j^ r ^ jj^^g sources; 
minal. 
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means for geoeratiDg a unique identifier for said digitally 
encoded infonnadoo; 

means for converting said digitally encoded information 
and said identifiear into Short Messages compatible with 
said terminal means for transmission of said Short ^ 
Messages on said cellular telephone network, said 
terminal means having an originating address; 

means fcr interpreting said Short Messages to form a 
query for a destination using said digitally encoded 
information and said unique identifier; 

means for storing an association of said unique identifier 
with said query; 

means for directing said query to said destination; 

means for interpreting a query result from said destination 1 5 
into reply Short Messages having a structure compat- 
ible with said cellular network; 

means for using said association of said unique identifier 
with said query results to direct said reply Short Mes- 
sages to said originating address within said ceUular ^ 
tel^hone network. 

29, An in^roved transaction handling system as described 
in claim 28 wherein said means for convoting also com- 
prises a means for encrypting said digitally encoded infor- 
mation. 25 

3t. An improved transaction handling system as described 
in claim 28 wherein said means for intoprcting said Short 
Messages onnprises a means for fraud detection. 

31. An in^roved transaction handling system as described 

in claim 28 wherein said transaction handling system is ^ 
interfaced to said n^ork using a TCAP interface. 

32. An improved transaction handling system as described 
in claim 28 wherein said transaction handling system is 
interfaced to said nm^ork using a TCP/IP intefface. 

33. An improved transaction handling system as described 
in daim 28 wherein said transaction handling system is 
interfaced to said network using an agent terminal capable <^ 
two way cellular communications. 

34. An inqjToved transaction handling system as described 

in claim 28 wherein said transaction handling system is ^ 
interfaced to said network by simulating a mobile switching 
center Interface. 

35. An inqn-oved transaction handling system as described 
in claim 28 whcr^n said transaction hJffl dHng system is 
interfaced to said network using an X.25 interface. 

36. An inqiroved transaction handling system as described 
in claim 28 wherein said transaction handling system is 
interfaced to said network by using an SS#7 interface. 
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37. An improved transaction handling system as described 
in daim 28 wherdn said transaction handling system is 
combined with a short message service center and a mobile 
switching center. 

38. In a celiular telephone network having one or more 
signaling channels, wherein said signaling channels carry 
Short Messages, said network con^nising: 

a plurality of terminal means for transmitting and receiv- 
ing said Short Messages; and 

switching means for routing said Short Messages; 

an improved transaction handling system method, com- 
prising the stq}s of: 

receiving digitally encoded Information from one or more 
sources; 

generating a unique identifier for said digitally encoded 
information; 

converting said digitally encoded infoimatloa and said 
identifier into Short Messages coinpatible with said 
terminal means for transmission of said Short Messages 
on said cellular telephone network, said terminal means 
having an originating address; 

tnteqircting said Short Messages to form a query for an 
destination using said digitally encoded information 
and said unique identifien 

storing an association of said unique identifier with said 
query; 

directing said query to said destination; 

intoprcting a quory result returned by said destination 
into reply Short Messages having a structm-c con^t- 
ible wtth said cellular tdq^one networfc; 

using said stored association of said unique identifier with 
said query result to direct said reply Short Messages to 
said originating address wrttiin said ceUular tdephooe 
network. 

39. An to^sroved transaction handling system mcfiiod as 
described in daim 38 wherein said converting step also 
conqnises a step for encrypting said digitally encoded 
infomadon and said extracting st^ for said digitally 
encoded information comprises a st^ fcx decrypting said 
digitally acoded infcnnation. 

49. An improved transaction handling system method as 
described in daim 38 wherein said interpreting step for said 
digitally encoded information comprises a fraud detection 
st^. 

« « « « « 
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